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TASK
DEFINITION

Zabbix Assessment
Definition of Sample Services
Easy Accessibility

Simple & Clear Design
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¢ Not following

Weather Praha Tuesday 19. 3. 2024

1 O“C Name Day Jozef, Josef

Kontakty Filters

l Looking for a colleague...

Aktualné z LinkedInu

¢ Petr Chlumsky
) CTO at SAZKA a.s.
4d

V SAZKA a.s. se kazdy usilovné pfipravuje na
WingsForLifeRun. Pijdu pfikladem a zvefejnim své
tréninkové video, které se loni tak krasné
osvédcilo.

PS: Japonsky nemluvim. Takto mé to naucila Al, tak
prosim o shovivavost.
PPS: Nebojte - stejné jako loni se zu€astnim.
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eoe M - < & sazka.cz @ ¢ ®© h + O
@ STATUS SERVICES PROJECTS CALENDAR OUTAGES OTHER DATA SAM ADMIN
Overall Status Upcoming Events FITER Vo

Some services are experiencing critical issues. @.

Outages
B Nefunkéni VPN 11:45
Doba trvani feSeni incidentu:
1:45-2:58...
A\ sazkaHry 2 Thursday

Dobry den, evidujeme problém s nékterymi
poskytovateli her na portalu sazka.cz/hry. Na...

@

I sazkaHry 3 Yesterday

Dobry den, evidujeme problém s nékterymi
poskytovateli her na portalu sazka.cz/hry. Na...

I sazkaHry 1 Friday

Dobry den, evidujeme problém s nékterymi
poskytovateli her na portalu sazka.cz/hry. Na...

2 -

e

Service Desk
© 8-20h
R, 266121277

[ podpora@sazka.cz

REPORT INCIDENT

Wednesday

31 May
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Nefunkéni VPN

Description
Doba trvani feseni incidentu:
1:45-2:58

Zadavatel:
Kontaktni centrum

Cas zadani tiketu:
1:58

Piivodni text:

Dobry den,

momentalné se nelze cca od 1:45 hod. pfipojit na VPN a nelze tak fesit pozadavky zakaznik{. Prosim o provéfeni.
Dékuji.

Pribéh feseni:

V 1:45 si zaméstnanci KC v§imnuli, Ze doslo k vypadku VPN a nemohli se pfipojit zpét

V 1:58 byl zalozen tiket a v 2:10 volan TOC kvilli feseni problému

V 2:12 prevzeti tiket a kontaktovani pracovnikd Inf tury ( Mensi komplil kvili tomuto vypadku kdy nebylo jednoduché zjistit kdo mé pohotovost)
V 2:58 vyfeseni problému

Ovlivnéni hraci:

Vsichni hraci ktefi volali v této dobé na Kontaktni centrum. Zaméstnanci KC nebyli schopni pracovat a pfipojit se do aplikacich které potiebuji k praci.
Pficina:

s — . — W B g @ e e T e TR T weh e W ——— S e gy -

Assignee Jira Key Outage Priority
- 0UT-43 B Critical

Outage Start
2023-11-24 01:45 AM
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§ STATUS SERVICES PROJECTS CALENDAR INCIDENTS OTHER DATA SAM ADMIN
Service Status ALL BUSINESS TECHNICAL PRODUCTS FITER Vo

24 January 2024 Q

I elosy B File system B DHCP B Genesys B Firewall B IGT eLoterie

B Lottery inside Coop @ PayPal @ Zlaté kolo A Baliky Ceské Posta A BIKing A Dochazka (Aktion)

A Edunio A Interni SW pro distribuci lost A Kentico server A Lottery DB A Payu A Spira

@& Active Directory « @ Ardog @ Azure FE @ Azure Infra & Baliky DPD & Baliky WEDO

@& Bank ID @& Bloomreach & Bonusomat @& Borislavka & Casino @& Centrum souhlasi

& Cognos @& Confluence « @& Crestron & DBG Admin & DNS- @ DWH

@ eloterie @ ESB & ESBETL- @& ESB Kafka & EVOS @& Exchange

@ Fiori & GISS - & HW a piislugenstvi, tiskarny, TV & Chatbot @& IGT ¢iselné loterie a POSy & IGT Data connector

& IGT loyalty @& |GT Navigator @ IGT terminalovd sit & IGT Winchecker @ Interni SW pro Lottery Inside & Interni SW pro POSy

@& Interni SW Vyherka @ Intranet @& Jira Service Management @ Jirasw- @ Kentico DB @& Kibana -

@ Kolo Stésti & Konferencni mistnost & Kukatko API & Kukatko sFTP @ Kurzové sazky @ Losy

@ Loterie @ Lottery inside Ceska posta @ Loyalty data @ Loyalty FE & M-Files & Mentor

@& Mobilni aplikace Casino & Mobilni aplikace Kurzovky & Mobilni aplikace Loterie & Mobilni aplikace Retail & Mobilni telefony @ Moje sazky

& MS SharePoint « & MS Defender @ MS Teams & Multicash & NG Kafka - & NG NeoSphere

& NG PAM @& NG transakéni e-mail - & PaySafeCard @ PowerAuth - @& Rychlé eLoterie @& Rychlé Kagky c

@ SAG @ Sales App & Sankeni a PEP listy @ SAP & SAPDB & Sazka Klub 9

@ Scholasticus @ SsMs & SMS brana @& Statni registry « & SW/ aplikace « @ Teamio E

@& Vklad na online ucet @ VPN- & Vybér z online ictu & WEB Sazka.cz & WEB sazkaticket.cz & WiISPI 9)

@ Zabbix Tg
=

@ The service is working without limitations. A The service is working with limitations. I The service is not working. £ Historical Outage 6

2
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Q STATUS SERVICES PROJECTS CALENDAR INCIDENTS OTHER DATA SAM ADMIN

Service Status
24 January 2024
ety
A\ elosy 13:28
Dobry den, evidujeme problém s nékterymi poskytovateli her na portélu sazka.cz/hry. Na ar

néapravé pracujeme, pro vice informaci sledujte teamsovy kanal. Dobry den, evidujeme problé...

B elosy

Dobry den, evidujeme problém s nékterymi
poskytovateli her na portalu sazka.cz/hry....

@& eloterie

@ Fiori

@ IGT loyalty

& |Interni SW Vyherka
@ Kolo Stésti

@ Loterie

& Mobilni aplikace Casino
& MS SharePoint «

@ NGPAM

@ SAG

@& Scholasticus

@& Vklad na online icet

& Zabbix

11:45 (@ elosy

@ ESB

@ GIss -

& IGT Navigator

& |Intranet

& Konferencni mistnost

@ Lottery inside Ceskd posta
& Mobilni aplikace Kurzovky
& MS Defender

@& NG transakéni e-mail »
& Sales App

@ sMs

@ VPN-

@ The service is working without limitations. A The service is working with limitations. I The service is not working.

8:25

Problém s nékterymi poskytovateli her na
portélu sazka.cz/hry byl vyfesen, pro vice i...

& ESBETL-

& HW a prislusenstvi, tiskarny, TV
@ IGT terminalovd sit

& Jira Service Management
& Kukatko API

@ Loyalty data

& Mobilni aplikace Loterie
& MS Teams

& PaySafeCard

& Sankeni a PEP listy

& SMS bréna «

& Vybér z online détu

H Genesys

A Baliky Ceska Posta
A Lottery DB

@ Azure Infra

@& Boiislavka

© DBG Admin

& ESB Kafka

& Chathot

& IGT Winchecker
@ Jirasw-

& Kukatko sFTP

@ Loyalty FE

& Mobilni aplikace Retail
& Multicash

& PowerAuth «

@ SAP

& Statni registry «

& WEB Sazka.cz

ALL BUSINESS

B Firewall

A BIKing

A Payu

@ Baliky DPD

& Casino

@ DNS-

@ EVOS

@& IGT ¢iselné loterie a POSy
& Interni SW pro Lottery Inside
& Kentico DB

@ Kurzové sazky

& M-Files

& Mobilni telefony

& NG Kafka

& Rychlé eLoterie

@ SAPDB

& SW/ aplikace «

& WEB sazkaticket.cz

$ Historical Outage

TECHNICAL PRODUCTS FILTER Vi

Q

B IGT elLoterie

A Dochazka (Aktion)
A Spira

@ Baliky WEDO

@& Centrum souhlasi
© DWH

@& Exchange

& IGT Data connector
@ |Interni SW pro POSy
@ Kibana «

@ Losy

& Mentor

@ Moje sazky

& NG NeoSphere

@& Rychlé Kacky

& SazkaKlub

& Teamio

@ WISPI

(=
o

Technical solu
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Service Status ALL BUSINESS ~ TECHNICAL  PRODUCTS FITER Vi
24 January 2024 Q
| elosy eLosy X M GT eLoterie

B Lottery inside Coop
A Edunio

@& Active Directory «
& Bank ID

& Cognos

@ eloterie

@ Fiori

@& IGT loyalty

@& Interni SW Vyherka
@ Kolo Stésti

@ Loterie

& Mobilni aplikace Casino
& MS SharePoint «

& NGPAM

@ SAG

@& Scholasticus

& Vklad na online et

& Zabbix

& Mobilni aplikace Kurzovky

Service Details

Business Owner Critical Service Type
BUSINESS

Keywords
Kolo, Stésti, KS, loyalty, POS, landbase, bonus, termindl, klub, karta, wheel, fortune, LSP, sms, retail, app

Linked Outages

A\ sazkaHry 4 13:28

Dobry den, evidujeme problém s nékterymi poskytovateli her na portélu sazka.cz/hry. Na napravé pracujeme, pro vice informaci sledujte teamsovy
kandl. Dobry den, evidujeme problém s nékterymi poskytovateli her na portalu sazka.cz/hry. Na népravé pracujeme, pro vice informaci sledujte team...

B sazka Hry 2 1145

Dobry den, evidujeme problém s nékterymi poskytovateli her na portalu sazka.cz/hry. Na napravé pracujeme, pro vice informaci sledujte teamsovy
kanal. Dobry den, evidujeme problém s nékterymi poskytovateli her na portalu sazka.cz/hry. Na napravé pracujeme, pro vice informaci sledujte team...

& Mobilni aplikace Loterie & Mobilni aplikace Retail & Mobilni telefony

& MS Defender & MSTeams & Multicash & NG Kafka -

& NG transakéni e-mail «

& PaySafeCard & PowerAuth - & Rychlé eLoterie

& Sales App & Sankeni a PEP listy @ SAP & SAPDB

@ sMs & SMS bréna - & Statni registry & SW/ aplikace «

& VPN - & Vybér z online iétu & WEB Sazka.cz & WEB sazkaticket.cz
@ The service is working without limitations. A The service is working with limitations. Hl The service is not working. ¢ Historical Outage

A\ Dochazka (Aktion)
A Spira

& Baliky WEDO

& Centrum souhlasi
@ DWH

& Exchange

& |IGT Data connector
& Interni SW pro POSy
& Kibana -

@ Losy

& Mentor

& Moje sazky

& NG NeoSphere

& Rychlé Kacky

& Sazka Klub

& Teamio

@ WIsPI
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STATUS SERVICES PROJECTS CALENDAR INCIDENTS OTHER DATA

Event Calendar
MON TUE
18 public holiday 1.V 2
@ Server patch instalation
@ NG Release 4
@ NG hotfix for SMS wit
19 public holiday 8 9

© Casino Sazka Hry slavi své 5. narozeniny!

@ Go live Losokolo and P.. ®

@ NG hotfix

@ |GT fix release 6_BTC 15 ©

9, Restart GIS €]
20 15 16

© Casino Sazka Hry slavi své 5. narozeniny!

@ NG turned off registration

@ |GT Fix Release S}

@ OB Cloudflare to Imper.. © @& TomHorn Secret Keys u.. ®

@ NG ZHH fixes ® @ NG turned off registrati.. ©

9, ISB Maintenance ® @ Casimi Secret Keys upd.. ©

2 22 23
© Casino Sazka Hry slavi své 5. narozeniny!

9, Servers kafka.. May20-22 @ @ 1T Regular release [C)

@ IGT fix release (6_BTC.. © &, DDoS Simulation [C)

22 29 30

PROD  UAT

@ sazka.cz

< May1-June4, 2023 >

WED THU FRI
3 [+
€ Casino Sazka Hry slavi své 5. narozeniny!
Restart GIS @ 1T Regular Release
@ Casino Isoftbet Maint... @ Casino Isofthet Mainte.. @

@ 17 mimoradny release  ©

@ Allodium PariPlay GoLive (]
(]
@ 1T Release + Subscripti.. ®

®© @& 1T Regular release

@ 1T Regular release @® ¥ 0B Cloudflare to Imperva Migration - Test on internal DNS

%, NG Windows update (C)
@ Sportka and Eurojackpot drawtime change (¢}
9, Server patch (C)

@ NG Penetration testing ® @& NG Release 5/2023 o

24 25

@ NG hotfix for validation.. ®
9, Maintenance UAT (C)
@ LSP - opening of Bonus... ©

31 v

QA @ Release & Maintenance © Important Sazka Events

(©]

26

2

MONTH NEXT 5 WEEKS WEEK FILTER Y
SAT SUN
6 7.
May 4-31
13 14
May 4-31

@ Verification of IGT moving traffic to a backup datacenter ~ ©®

20 21

May 4-31

9, Servers kafka update certifcate May20-22 ©
27 28

May 4-31

3 4

@O Not Started @ In Progress (O Downtime & Completed

®

o

+ O

SAM ADMIN
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NG Windows update %, Maintenance ~ ( NOTSTARTED X

Description

Start: 17.5.2023

End: 18.5.2023

Each day: initiates at 6.00 CZ time and finishes around 13.00.

« In the production environment, we manage two sites with two pools of nodes for each site (Total 4).

« When we run the Windows update operation on production, we take out one pool each time to maintain
production.

« This process has no impact on production. For each operation that required taking out of pool, we run
verification steps (sanity test) before we bring bake the pool to production.

Labels

[ No impact to customers ][ No impact to other vendors ]

Priority Environment Involved Vendors
A High UAT 16T

Potential Risks Reason Testing Required
No Update Yes

Responsible JIRA Key
e — SI-29

Installation Start Installation End
January 20, 2024, 1:45 AM January 20, 2024, 3:30 AM

Outage Start Outage End
January 20, 2024, 2:45 AM January 20, 2024, 3:00 AM
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LIV Services
o All services / Filter results
Dashboards
Monito

Services

Services
SLA Parent services

SLA report

Inventory

Reports

Data collection

Alerts

Users

Administration

Help

User settings

Sign out

Name | Sazka Overall Status

Status m OK

Name

Sazka Overall
Status 109

Problem

Status

OK

& initmax.cz

Contains

Root cause

Zabbix 7.0.0 © 2001-2024, Zabbix SIA

Created at

2024-03-12

Tags

Remove

h +
VA Edit E
Y Filter

Displaying 1 of 1 found
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@ initmax.cz it N ﬁ ats
initMAX  « &1 IEEVIRES =l = | 6
Q All services / Sazka Overall Status @ Info
Dashboards Sazka Overall Status
: Parent services:
Monitol
Status: 3
Services SLA:
Services Tags:
SLA Name Status Root cause Created at Tags
SLA report Active Directory oK 2024-03-12
Inventory Ardoq OK 2024-03-12
Az FE K 2024-03-12
Reports i ¥
Azure Infra OK 2024-03-12
Data collection
BIKing OK 2024-03-12
Alerts Baliky DPD OK 2024-03-12
Usors Baliky WEDO OK 2024-03-12
Baliky Ceska Posta OK 2024-03-12
Administration
Bank ID OK 2024-03-12
C
Help Bloomreach oK 2024-03-12 o
)
Bonusomat oK 2024-03-12 =2
User settings (@)
Borislavka OK 2024-03-12 (%]
Sign out ©
o Casino OK 2024-03-12 8
S
M
)
-
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& initmax.cz U N ﬁ U
OO Services vou |0
Q All services / Sazka Overall Status / Azure Infra @ Info
Dashboards Azure Infra
5 Parent services: Sazka Overall Status 109
Monito!
Status: [OK ]}
Services SLA:
Services Tags:
ELe Name Status Root cause Created at Tags
RSP Service 1 oK 2024-03-19
Inventory Service 2 oK 2024-03-19
Reports Service 3 OK 2024-03-19
Service 4 OK 2024-03-19
Data collection
Displaying 4 of 4 found
Alerts
0 selected

Users

Administration

Help

User settings

Sign out
Zabbix 7.0.0 © 2001-2024, Zabbix SIA
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S initMAx  «

Dashboards
Monitof

Services

Services
SLA

SLA report

nventory
Reports

Data collection
Alerts

Users

Administration

Help
User settings

Sign out

|

Q

Services

All services / Sazka Overa garvice

Azure Infra

Parent services:
Status:
SLA:

Tags:

Service 1
Service 2
Service 3

Service 4

Sazka C

[OK]

@ initmax.cz

Service Tags Child services 4

* Name

Azure Infra

Parent services |[EEFACROIEIE] RS ETTESTS

Problem tags

* Sort order (0->999)
Status calculation rule

Description

Created at

Advanced configuration

Additional rules

Status propagation rule

* Weight

type here to search

Name Operation

Most critical if all children have problems

G ¢ h + ©

® mo

Select

Value Action

It is not fine when we have 3 or more services down!

Name

4

Action

Disaster - If at least 3 child services have Warning status or above Edit Remove

Asis v

0

[ cione | [ petete | [ cancel |
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Results and next steps

¢ Using PHP framework Symfony §
v  Responsible design

v Independent of Zabbix source code
¥ Data sources and data feedback

- Zabbix (via APl and Zabbix data protocol)
- Jira (via API)

v Admin area for settings
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Results and next steps

v  PoC: Setting up the Service Structure in Zabbix, Connecting
Zabbix to Status Page “

v  Service Catalogue: Business Services, Technical Services,
Critical Services Highlighted

v Automation: Zabbix, Jira, Ardoq - APl Connection

v  Release Calendar: SW Releases, Maintenance Windows,
Business Events

v  Project Status: Re-Using the API between Jira and Status Page

v Zabbix Maintenance Mode Automation: Based on Release
Calendar Data
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eee M+ < @ sazka.cz ) B+ ©
§ STATUS SERVICES PROJECTS CALENDAR OUTAGES OTHER DATA SAM ADMIN
Overall Status Upcoming Events FITER Ve
Wednesday

s 31 May - .

Some services are experiencing critical issues. @,

B e I Y —
.- - P ape—
Outages 24 Service Desk S o —— — 5 — —
B Nefunkéni VPN 11:45 [ SazkaHry 3 Yesterday Q@ 8-20h
Doba trvani feseni incidentu: Dobry den, evidujeme problém s nékterymi - S —
1:45-2:58... poskytovateli her na portélu sazka.cz/hry. Na...
R 266121277
A\ SazkaHry 2 Thursday [} Sazka Hry 1 Friday . —
Dobry den, evidujeme problém s nékterymi Dobry den, evidujeme problém s nékterymi 3 podpora@sazka.cz - s
poskytovateli her na portélu sazka.cz/hry. Na..  poskytovateli her na portalu sazka.cz/hry. Na...
- - - — - - - -
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initMAX

THANK YOU & SEE YOU
AT THE MEETUP

WWwWw.initmax.com info@initmax.com

Visit our booth or explore hands on examples at our GIT on git.initmax.com



